
Data Masking for SAP
Protect against breach and ensure compliance for your most vital business applications

OVERVIEW

With data breach incidents regularly making the news and increasing pressure from regulatory 
bodies and consumers alike, organizations must protect sensitive data in vital applications including 
SAP. Contending with insider and outsider threats while staying compliant with mandates such  
as GDPR is no easy task—especially as SAP teams simultaneously try to improve release speed.

The masking capability of the Delphix Dataops Platform represents an automated approach  
to protecting non-production SAP environments, allowing businesses to replace confidential 
information with fictitious, yet realistic data. Delphix masking both neutralizes the risk of a data 
breach, and anonymizes personal data in SAP that might be subject to privacy regulations such  
as GDPR.

PURPOSE-BUILT FOR SAP

SAP applications come pre-packaged with 100,000+ standard tables, many of which contain 
sensitive data. The Delphix platform includes a profiling capability that understands the complex 
table structures and metadata formats used by SAP, enabling businesses to auto matically pinpoint 
fields that contain sensitive data values. Next, Delphix applies masking to those values at high 
speed, allowing teams to secure even the largest environments with minimal impact to delivery 
schedules. Masking jobs can be defined and executed without requiring specialized programming 
expertise so that businesses can avoid expensive, lengthy services engagements.

The Delphix platform seamlessly integrates masking with data delivery capabilities. With advanced 
data virtualization technology, Delphix instantly delivers masked, virtual data copies to development, 
testing, staging, and training environments. With Delphix Dataops Controls, SAP project  
and landscape managers can bookmark data following transports, then test and rewind during a 
controlled set of tests—all while using secure data. Delphix keeps test data reusable and reduces  
the frequency of full refreshes.

D A T A S H E E T

KEY CAPABILITIES

• Automatically identify 
sensitive data within SAP  
in minutes 

• Apply masking to sensitive 
data with high performance 

• Quickly deliver masked 
data to non-production SAP 
environments, on-premises  
or cloud 

• Bookmark and rewind data 
after testing to reduce 
refresh cycle frequency



KEY FEATURES

Intelligent Profiling The Delphix Dataops platform automatically 
scans data and metadata to identify sensitive fields used by  
SAP applications and modules including ERP. Delphix enables  
SAP teams to build a data risk profile across all of their SAP 
environments. 

High Performance With advanced algorithms specifically tuned  
for SAP, Delphix can mask full volumes of SAP data with an 
unmatched level of speed, simplicity, and accuracy. Out-of-the- 
box algorithms help businesses mask everything such as names, 
social security numbers, and text fields. Algorithms can be 
configured or customized to match specific security policies. 

Realistic Data Data masked with the Delphix platform is pro-
duction-like in quality. Masked application data in non-production 
environ ments remains fully functional and realistic, enabling the 
development of high-quality code. 

Referential Integrity Delphix masks consistently across hetero-
geneous SAP and non-SAP data sources. Metadata and data is 
scanned to identify and preserve the primary/foreign key 
relationships between elements so that it is all masked in the 
same way across different tables and databases. 

Masking Integrated with Virtualization Most masking solutions 
fail due to the need for repeated, lengthy batch jobs for extract-
ing and masking data, and lack delivery capabilities for downstream 
environments. Delphix integrates data masking with data virtual-
ization, allowing teams to quickly deliver masked, virtual data copies 
on-premises or into public and hybrid cloud environments. Teams 
using virtual copies also have the ability to bookmark and rewind 
data to accelerate testing cycles and maintain data quality in SAP 
environments—while also reducing the need for frequent refreshes.

Ease of Use Delphix provides a wizard-driven, web-based UI that 
enables teams to execute masking jobs with just a few mouse clicks. 
There is no need for users to struggle with coding their own mask- 
ing algorithms or rely on extensive administrator involvement.

“I don’t think there’s any data masking solution as simple and complete to use as Delphix.  
We could implement the solution ourselves with basic Delphix support.”

ANDRE NAZARE 
IT Director at Sky.com
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