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Centrally Managing Data Across 
the Enterprise with Delphix 
Purpose

The Delphix DataOps Platform enables fast delivery of compliant 
data across on-premises, cloud, or hybrid architectures. As enterprises 
manage more of their data through Delphix, masking and virtualization 
engines may proliferate across locations and clouds, making it 
difficult to manage engines on an individual basis.

To address this challenge, Delphix provides a set of features to provide 
a single point of authentication, authorization, search, monitoring, 
and control. Teams can streamline operations by coordinating 
automation policy at a group or enterprise-level, and can control 
data on multiple Delphix engines with a SaaS-based central 
management capability.   

Overview

The Delphix central management service, using the same underlying 
APIs that govern usage of individual Delphix engines, delivers 
functionality to users through a microservices model. Each Delphix 
engine needs to be registered at dataservices.delphix.com and 
connected to the central management SaaS backend before it can 
be used as a part of the service. Delphix instances that reside on 
premises or in the cloud can be connected to the service. For example, 
many organizations have some Delphix engines in a private data 
center on premises, as well as Delphix engines running in AWS or 
another public cloud. All of these engines can be connected to the 
central management service in a hybrid cloud scenario.

Delphix provides a web-based interface that allows administrators and 
data users to control and view all of the data across the organization. 
Data access and operational rights are defined by user type.
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FIGURE Multiple engines in the cloud and on premises connected to the Delphix central management service
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Capabilities 

STREAMLINING SINGLE SIGN-ON AUTHENTICATION — Central management redesigns the way that 
authentication occurs with Delphix. Notably, user access is configured per-engine. Users must be set up 
on each engine; the engine must both authenticate each user as well as connect to each authentication 
service. With central management, the authentication is handled at a single point and via integration with 
an IdP (e.g. Okta, Azure AD, etc.) to provide SSO. Users authenticate with their IdP and will be able to 
seamlessly access all of the Delphix engines they are authorized to access. This replaces the traditional 
authentication methods like username/password or an external directory service like LDAP.

SIMPLIFYING ADMINISTRATION WITH API KEYS — Users have the ability to create industry-standard API keys 
for use with each engine. API keys generate a client ID and client secret that are used to authenticate with any 
Delphix engine with an associated authorized user. The new API key mechanism is more robust in security, 
enhancing protection of enterprise data.

ENHANCING DATA DISCOVERY WITH SEARCH — A common challenge in scaling is to first discover data 
across engines and then subsequently initiate operations across engines. In the Web interface, all data that 
a user has access to is visible, regardless of which engine it resides on. Users can use the Search feature 
to find data objects (VDBs, data sources). Users can use the search function via the search bar on the 
Virtualization page, which does partial-string and full string matches on all visible (for example, name) and 
non-visible (for example, engine name) metadata.

COORDINATING DATA REFRESHES AT SCALE — Once matching datasets are found, users can execute a 
Refresh VDB on one or more selected datasets. The interface will show the latest point that each VDB will be 
refreshed to, and enable the users to review their selections and confirm to execute the single or multi-VDB refresh.

Dataservices.delphix.com provides insight into all virtualization jobs across connected engines. These jobs 
include both jobs that are initiated from connected Virtualization Engines as well as those initiated from 
the central management UI. Users will be able to see Active/Completed and Scheduled jobs.

SIMPLIFYING TRACKING WITH ENGINE STATUS — Organizations frequently need to know the number of 
Delphix engines deployed. All engines and their associated metadata (virtualization or masking), production or 
non-production data type, and their status will be displayed on the Infrastructure page. The status will display 
any connectivity issues with the engines to the user.

IMPROVING MONITORING WITH INSIGHTS DASHBOARD — Delphix provides a dashboard that displays 
insights with key metrics:

Benefits 

Enterprises that manage 
data delivery and masking 
at scale centrally with 
multiple Delphix engines 
will reap myriad benefits:

• Simplify administration 
and increase staff 
productivity in 
managing data 
operations

• Improve security 
by merging 
authentication via 
selected identify 
provider into one service 

• Strengthen data 
security by enabling 
API key access

• Provide visibility into 
data by attribute 
(masked vs unmasked)

• Enhance data 
governance with views 
of what data resides 
where, and access rights

• Increase efficiency by 
monitoring Delphix 
resources  • Managed source data over time

• Number of dSources and VDBs over time

• Number of Virtualization & Masking engines

• Managed source data types (e.g. Oracle, 
HANA, DB2)

• Total users and active users 

• Number of Virtualization and Masking 
operations (refresh, masking, etc)

• Median time since last refresh

• Median VDB lifespan

The dashboard gives users a comprehensive view of all data sources, operations, engines, and users in the organization. 
In addition, users will have a clear view of the health of datasets with the refresh and VDB lifespan metrics. 


